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Policies & Procedures

e 7.4 Cellular Phone/Other Wireless Electronic Devices

* The purpose of this policy is to define standards, and restrictions for users
who have access to Department data from a mobile device.

e 7.13 Sheriff’s Use and Support of Information Technology
* In order to manage system & network security effectively.
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Protecting our Information

Blueleaks

The hacked data from 251 police websites represents an unprecedented exposure of
the internal operations of federal, state, and local law enforcement.
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The seizure is the latest escalation in the battle against BluelLeaks.

Iowa Law Enforcement Academy

Iowa Fusion Center

Faith-Based Information Sharing and Analysis Organization
Missouri Information Analysis Center

Northern California Regional Intelligence Center
Nevada Cyber Exchange

New Hampshire Information and Analysis Center
Northern Nevada Regional Intelligence Center
North Texas Fusion Center

Nevada Threat Analysis Center

Orange County Intelligence Assessment Center
South Carolina Information and Intelligence Center
San Diego Crime and Intelligence Analysis Association
South Dakota Fusion Center

Southeast Florida Fusion Center

Southeastern Michigan Association Chiefs of Police
Infragard (San Francisco Bay Area)

Texas Narcotic Officers Association

Utah Statewide Information and Analysis Center
Virginia Law Enforcement National Security Network
Wisconsin Statewide Intelligence Center

Cops Seize Server that Hosted Bluel.eaks,
DDoSecrets Says

The BlueLeaks data dump was published on Juneteenth (June 19th), indicating the likely motive behind
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Current Efforts

 CAD * Office365/Teams

e RMS * NextGen Radio

* Video * Detentions Wireless
e JIMS * Remote Work

* PowerBI * Desktop Upgrades
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Requests for information

e Who

o Staff’s first and Last name
 Staff’s ARJIS and Employee Number

* What type of information
* Email and\or Internet Usage (most common)

* File Access
» Specialized application access (Jims \SDLAW\CLETS )

* Time period of interest
* Be as specific as possible. Give beginning and ending time frames

e Details
» Specifics for recovery of information only. Details of inquiry are not needed.
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Requesting IT resources

* For smaller requests
 Start a justification
* Include your chain of command
e DSD will assess the impact

* For larger project
* Usually they are initiated by Bureaus
* Involve larger teams

* Inputs, ideas, suggestions & recommendations are all welcome. Send
them to Ashish.Kakkad@SDSheriff.gov or (858)692-6089

* You can always reach me on Teams
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Questions?

My Contact Information
(858)692-9089
Ashish.Kakkad@sdsheriff.gov
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